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Understanding our Miscreant Threat

Miscreant’s “Attacking DNS” Playbook

DNS Security Wake Up Call
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"[T]he malware that was used would have gotten past 90 
percent of the Net defenses that are out there today in 
private industry and [would have been] likely to challenge 
even state government," 

Joe Demarest, Assistant Director - US FBI’s 
Investigations Cyberdivision."
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The Good Guys are the Big Part of the Security Problem! Geek out on the “miscreant 
widgets” forgetting there are always people behind every attack.

Who we need to Target

This is Nice to Know

The AK-47 was used to 
rob the bank is = to the 
phishing was used to get 
into the bank.

The people who robbed 
the bank were tracked via 
the forensic evidence with 
a trail that lead to arrest. 

Why skull & cross bones? It is only a 
matter of time before miscreant mischief 
will lead to death as a factor of “collateral 
damage”
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Corporate / Corporate-on-Corporate Threats
The dialog between US & China will accelerate these

Nation State Threats – Now all in the open
Your network is a valid “battle space” for any cyber-war 

Cyber-Criminal Threats
International legal problem with no short-term resolution 

Political, Patriotic, Protestors (P3)
Always someone, somewhere, who is upset with society 
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Forces of Nature cannot be stopped! The Only thing you can do is 
mitigate the risk through your design, preparation, and investment.
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Too many miscreants work 
too hard to achieve their 
goals - not exploring the 
easier means to achieve 
their objectives.
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DNS lookup Time to first byte

Initial connection Content download

www.akamai.com 70-500 ms 60 ms 60 ms 140 ms

DNS Resolver Lookup DNS Authoritative Lookup

www.example.com.
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User & 
Devices

Home Router
WIFI Router

Operator’s rDNS 
Infrastructure

www.example.com.

Internet and Domain 
Owner DNS Infrastructure

Stub Resolver
Proxy 

Resolver
Caching 
Resolver

Authoritative
Name ServerMalware inserted into the 

devices allows for remote 
control of DNS. 

Breaking into the Home 
CPE allows for 
“unmonitored” 
exploitation of DNS for 
the Miscreant’s use.

Operator’s DNS 
Resolvers are 
most likely NOT 
monitored.

Majority of DNS Authoritative 
Infrastructure is unmonitored and 
architected with “1990s” thinking.

DNS Registrars and Registries 
are now attacked - jeopardizing 
the trust in DNS
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I’m going to DoS 
the target

I’m going break into 
the Target’s Admin

I’m going to use 
DNS to Collect Intel

I’ll use stealth ‘Man 
in the Middle’

For many organizations, DNS is an “afterthought.” It is neglective, not monitored, and 
delegated to teams who do not have the skills. This makes is ideal for Miscreants to 
abuse for their gain.
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EXAMPLE.COM Authoritative Module

Zone Updates

Router w/ 
ACLs

Administrators who Managed the 
Domain Name for an Organization Registrar

Registry

DOS Attack the Routers which 
Support the few public facing 
DNS servers. 
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Target’s  
Authoritative DNS

Broadband Provider

1. Attacker send 
PRSD to violated 

CPEs

2. PRSDs sent to 
the Operator’s 

rDNS

3. Abused Resolver DNS 
send PRSD queries to 

targeted Authoritative DNS 
servers

Collateral
Damage

Attacker’s C&C 

Collateral
Damage

Target!

Pseudo Random Subdomain Attack (PRSD) 
is one of a class of attacks which use the 
Operator’s Customer to Attack
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EXAMPLE.COM

Zone Updates

People using the domain name 
“Where is www.example.com?

Router w/ 
ACLs

Administrators who manage the 
domain name for an organization. Registrar

Registry

Target
Spear Phishing

Registrar Access

Target
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A whole range of attacks are viable when 
you control the “Registrar Pointers

Administrators who manage the 
domain name for an organization. Registrar

Registry

Target
Spear Phishing

Registrar Access

Target

Miscreant 
Man-in-the-Middle 

Infrastructure
Corporate 
Network
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●

● Source: https://stats.cybergreen.net/

https://stats.cybergreen.net/
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DDOS Volumetric Attack

DDOS Reflections

DNS Poison

DDOS State Attack

DDOS Volumetric Attack

DDOS Reflections

Collateral Malware 
Saturation

DDOS State Attack

DNS Poison

Penetration Attacks Penetration Attacks

Internal Spoofing

CPE Reflection DDOS

Inside Threats Outside Threats
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EXAMPLE.COM Authoritative Module

Zone Updates

Router w/ 
ACLs

Administrators who Managed the 
Domain Name for an Organization Registrar

Registry

Target
Spear Phishing

Administrator credentials are compromised through internal 
malware, phishing, or compromised account mining. 

Compromised account data bases are a GAME Changer!
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EXAMPLE.COM Authoritative Module

Zone Updates

Router w/ 
ACLs

Administrators who Managed the 
Domain Name for an Organization Registrar

Registry

Target

Spear Phishing

What are you doing to monitor your DNS Primary and Zone 
files from attack outside and inside the network? 

Remember, assume any miscreant can get into your network!
Target
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EXAMPLE.COM Authoritative Module

Zone Updates

Router w/ 
ACLs

Administrators who Managed the 
Domain Name for an Organization Registrar

Registry

DOS Secondaries - How many do 
you have? Can they withstand a 
DoS Attack 

Target

Target

Target
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EXAMPLE.COM Authoritative Module

Zone Updates

Router w/ 
ACLs

Administrators who Managed the 
Domain Name for an Organization Registrar

Registry

DOS Attack the Routers 
which Support the few public 
facing DNS servers. 

Target
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EXAMPLE.COM Authoritative Module

Zone Updates

Router w/ 
ACLs

Administrators who Managed the 
Domain Name for an Organization Registrar

Registry

DOS Firewalls - It is easier than the 
industry shared. State Level attacks 
have worked and will continue to work.

Target
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EXAMPLE.COM Authoritative Module Registrar

ROOT.COM

Registry

.COM

Resolver

Domain Admins

Zone Updates

Router 
w/ ACLs

DNS

Primary

DNS

Secondary

DNS

Secondary

DNS

Secondary

DNS

Signer

DNS

Zone File

End-users

Target

Target
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EXAMPLE.COM Authoritative Module

Zone Updates

Router w/ 
ACLs

Administrators who Managed the 
Domain Name for an Organization Registrar

Registry

Malware Infected Customer Attack! 
The Miscreant uses a BOTNET spread 
throughout the world to attack through 
DNS Resolvers to Target a Domain

Target

Target

Target
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EXAMPLE.COM Authoritative Module

Zone Updates

Router w/ 
ACLs

Administrators who Managed the 
Domain Name for an Organization Registrar

Registry

Target EPP on the DNS Registry. Ask 
your DNS Registry what they do to 
protect against these attacks?

EPP

Target
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User & 
Devices

Home Router
WIFI Router

Operator’s rDNS 
Infrastructure

www.example.com.

Internet and Domain 
Owner DNS Infrastructure

Stub Resolver
Proxy 

Resolver
Caching 
Resolver

IoT Company’s “Real” Authoritative
Name Server

www.example-miscreant.com.

software.example-miscreant.com

Miscreant has hijacked and redirected for 
software download

No DNSSEC ValidationUses whichever Local 
DNS Configured
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User

Homeowners 
Router

www.example.com

Stub 
Resolver

Proxy 
Resolver Caching 

Resolver

Operator’s 
Router

Proxy 
Resolver

DNS Privacy protects the 
communications from the DNS Stub to 

the DNS Resolvers

DNS

TLS
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User

Homeowners 
Router

www.example.com

Stub 
Resolver

Proxy 
Resolver Caching 

Resolver

Operator’s 
Router

Proxy 
Resolver

DNS over TLS protects the 
communications from the DNS Stub to 

the DNS Resolvers

DNS

TLS
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User

Home Owner’s 
Router

www.example.com

Stub 
Resolver

Proxy 
Resolver

Caching 
Resolver

Operator’s 
Router

Proxy 
Resolver

HTTPS or TLS Session to the Cloud

All DNS Queries for the Application to the rDNS in the Cloud

DNS

TLS
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Critical for LTE 
Operations

Internal for Managing 4G/5G Normal Internet Resolver

Integrated with IMS

Seperate DNS Root for 
Mobile Roaming
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https://blogs.akamai.com/2019/02/protecting-your-domain-names-taking-the-first-steps.html
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User & 
Devices

Home Router
WIFI Router

Operator’s rDNS 
Infrastructure

www.example.com.

Internet and Domain 
Owner DNS Infrastructure

Stub Resolver
Proxy 

Resolver
Caching 
Resolver

Authoritative
Name ServerApplications must 

take action to 
DNSSEC Violations

DNS Proxy in the 
Home Must do 

DNSSEC 
Validation

The DNS 
Resolver must 
used DNSSEC 

Validation.

DNSSEC Must be 
Maintained

DNSSEC Must be 
Trusted 

What is missing in large parts of the Internet!
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Certificate 
Authorities DNS Resolvers

www.example.com.

Internet and Domain 
Owner DNS Infrastructure

No DNSSEC 
Validation

Authoritative
Name Server

Certificate Authority #1

Certificate Authority #2

DNSSEC 
Validation

Validating DNSSEC @ the Certificate Authority is one 
way to add Security Resiliency to the Architecture.
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https://blogs.akamai.com/2019/02/protecting-your-domain-names-taking-the-first-steps.html
https://blogs.akamai.com/2019/03/architecting-dns-for-ddos-durability-and-resilience.html
https://blogs.akamai.com/2019/03/global-traffic-management-for-cloud-data-centers-and-cdns.html
https://blogs.akamai.com/2019/04/traffic-management-for-peace-of-mind.html
https://blogs.akamai.com/2019/05/fast-dns-secondary-implementation-order-or-operations-for-ns-zone-registrar-records.html
https://blogs.akamai.com/2019/05/fast-dns-secondary-implementation-order-or-operations-for-ns-zone-registrar-records.html
https://blogs.akamai.com/2019/05/when-customers-attack-dns.html
https://blogs.akamai.com/2019/05/deployment-diversity-for-dns-resiliency.html
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